This paper investigates exponential synchronization for stochastic complex dynamical networks with reaction-diffusion terms and S-type distributed delays. Based on a generalized Halanay inequality and Poincaré inequality, adaptive control strategies for exponential synchronization are established by constructing a simple Lyapunov-Krasovskii functional candidate and utilizing the truncation method. Some numerical examples are provided to demonstrate the effectiveness of the obtained results. Finally, the proposed adaptive synchronization theoretical results are successfully applied to image encryption.
Introduction
Complex dynamical networks widely exist in our life, such as communication networks, social networks, power grids, cellular networks, and secure communication. The behavior of complex dynamical networks has good explanation of real-world phenomena [15, 22] . Therefore, many researchers have intensively studied the dynamical behavior and topologies of complex dynamical networks [3, 5, 12, 25, 32, 36] . In particular, synchronization is undoubtedly the important collective behavior because of its mathematical importance and potential applications [21, 24] . The synchronized nodes share the same patterns by some control strategies, such as feedback control [10, 38] , impulsive control [2, 37] , sample-data control [17, 34] , and adaptive control [1, 11] .
In realistic world, stochastic perturbations are unavoidable in the propagation of electric potential in a neuron and brings essential change to the neural networks [46] . Generally speaking, two types of stochastic perturbations are introduced into the analysis of stochastic complex dynamical networks (SCDNs): Markovian jumping parameters and finite dimensional Brownian motions, both of which have attracted much attention of researchers [18, 19] . Proper control strategies are derived to synchronize the state trajectory of SCDNs [8, 30, 35] . Recently, the diffusion phenomena are also considered in SCDNs because the electrons sometimes move in nonhomogeneous field. The state variables of SCDNs with reaction-diffusion terms are related to both time and space such that the synchronization criteria should be established in Hilbert space instead of Euclidean Space [13] . Hence, it is necessary to investigate the synchronization of SCDNs with reaction-diffusion terms [2, 4, 7, 29, 37] .
On the other hand, image encryption has attracted intensive attention [41] [42] [43] [44] because the security of confidential digital images is very important in public transmission. In recent years, many researchers have focused on chaos-based encryption algorithms which rely on the dynamics of the systems [40, 45] . For instance, Zhang and Wang [45] investigated a new spatiotemporal dynamics with fractional order differential logistic map and spatial nonlinear coupling, which are more suitable for encryptions than the former adjacent coupled map lattices. Synchronization of delayed chaotic system in secure communication was also studied in [4, 20, 33] . In [4] , Chen et al. presented a new impulsive synchronization criterion of two identical reaction-diffusion neural networks with discrete and unbounded distributed delays. The developed impulsive synchronization method is applied to build a spatiotemporal chaotic cryptosystem. Further development about application of delayed neural networks to image encryption refers to [4, 9] and references therein. S-type distributed delay not only includes discrete time delay and distributed time delay but also has better description of hysteresis phenomena in networks, and stochastic delayed system may have promising application to image encryption. But there is relatively less work on synchronization and application of SCDNs with reaction-diffusion terms and S-type distributed delays.
Motivated by above discussion, we study SCDNs with reaction-diffusion terms and S-type distributed delays, aiming to develop adaptive strategies for synchronization and apply the theoretical results to image encryption. The novelty of our contribution lies in the following aspects: (1) Adaptive synchronization is investigated for SCDNs with reaction-diffusion terms and S-type distributed delays which are infinite delays; (2) the S-type distributed delays are handled by a novel generalized Halanay inequality and the truncation method so that the used Lyapunov-Krasovskii functional candidate is a sample one without distributed term; (3) the synchronization criteria are established in Hilbert space due to the existence of reaction-diffusion terms; (4) the adaptive synchronization results are successfully applied to image encryption based on a spatiotemporal cryptosystem proposed in [4] . with a sufficient regular boundary oO. wðtÞ is a Brownian motion defined on the complete probability space and g 2 M n;m 2 ð0; tÞ. fc t ; t ! 0g is a right-continuous Markov process on the probability space which takes values in the finite space M ¼ f1; 2; . . .; Mg with jumping transfer matrix P ¼ fp mn g ðm; n 2 MÞ given by Then, we list the definitions and lemmas which will be used throughout the paper.
Definition 1 [16] The drive system (2) and response system (3) are globally exponentially synchronized in mean square, if there exist positive constants M and k, such that where the constant a [ 0 depends on the size of the domain O.
Then, we have hold, where Wðt; x; yÞ is an M-function.
Throughout the paper, we assume that the neuron activation functions satisfy the following condition:
Main results
In this section, we will derive adaptive strategy and adaptive pinning strategy for exponential synchronization of SCDNs with reaction-diffusion terms and S-type distributed delays. First, the following generalized Halanay inequality is introduced to establish the sufficient conditions of adaptive synchronization.
Lemma 5 (Generalized Halanay Inequality) If UðtÞ ! 0 satisfies (i) UðtÞ M, t 2 ðÀ1; 0; (ii) for any ! 0, there exists s ! 0 such that
Uðt þ hÞ þ oðÞ; t 2 ½0; þ1Þ;
oðÞ ! 0, and lim !0 oðÞ ¼ 0, then there exists a positive constant k such that UðtÞ Me Àkt for t 2 ½0; þ1Þ.
Proof For s 2 ½0; þ1Þ, let us consider the following function
where k 2 ½0; þ1Þ. Since a À b [ 0 and b [ 0, we obtain dð0Þ [ 0 and dðkÞ is continuous and monotonous, furthermore, dðkÞ ! À1 as k ! þ1. Thus, there exists a 
wherek is a positive constant to be determined. We denote Vðt; v 1 ðt; xÞ; . . .; v N ðt; xÞ; c t ¼ mÞ by V(t). Thanks to Itô formula, we have
where
Taking expectation of dVðtÞ, we know that
From Gauss formula, Dirichlet boundary condition and Poincaré inequality, we have
where i ¼ 1; 2; . . .; N and j ¼ 1; 2; . . .; n, furthermore,
From Lemma 2, we obtain
and
Since R 0 À1 dg ij ðhÞ ¼ĝ ij [ 0 (i; j ¼ 1; 2; . . .; n) and g ij ðhÞ is non-decreasing bounded variation function, there exists a constant s ! t such that R Às À1 dg ij ðhÞ for any ! 0 and i; j ¼ 1; 2; . . .; n. So,
Obviously,
From Lemma 2, we get
Thus,
where c j ¼ max i¼1;2;...;n fc ji g. Besides,
Thus, combining (11)- (23), we have dEVðtÞ dt ðb m ÀkÞEVðtÞ þ b sup
where b m is the maximum eigenvalue of 
Corollary 1 If the following conditions hold, (i) 0 sðtÞ s, 0 fðtÞ je Àkt where t ! 0,s, j, and k are positive constants; (ii) krð1 1 ;
then the error system (25) and the corresponding driveresponse system with adaptive controller (7) are exponentially synchronous in mean square.
From Theorem 1, SCDNs can synchronize by adaptive control strategy on the whole networks. However, it is sometimes impractical to impose control inputs on all nodes of SCDNs, especially large-scale SCDNs. To reduce the number of controlled nodes, pinning control is applied to a fraction of networks. The adaptive pinning controller can be expressed by Theorem 2 The drive system (2) and response system (3) with adaptive pinning controller (26) are exponentially synchronous in mean square, if b þ k pþ1 þ b\0 where b is the maximum eigenvalue of
As (8)- (24), we know that
where and denotes the Kronecker product. Since C À 2 K is a symmetric matrix, there exists an orthogonal matrix O satisfying
k N are the eigenvalues of the matrix C À 2 K. According to Lemma 3, one has
From Lemma 5 and b þ k pþ1 þ b\0, we know that the drive system (2) and response system (3) are globally exponentially synchronous in mean square.
h Remark 3 Most of the existing criteria are established for systems with finite delays [1, 14, 26] , whereas adaptive control and adaptive pinning control strategies in this paper are derived for stochastic systems with reactiondiffusion terms and S-type distributed delays which are infinite delays. Due to the existence of reaction-diffusion terms and S-type distributed delays, inequality with infinite delay is derived for the synchronization criteria in Hilbert space.
Remark 4
In most of existing works about distributed time delays [2, 4, 18, 19, 48] , a Lyapunov-Krasovskii functional candidate with distributed term is usually constructed. In contrast, as the infinite delays here are handled by a generalized Halanay inequality and truncation method, the criteria in this paper are obtained by constructing a simple Lyapunov-Krasovskii functional candidate without the distributed terms.
Numerical examples
In this section, some numerical examples are given to illustrate the effectiveness of the obtained results. The delay and activation functions are taken as
IðtÞ ¼ ½e Àt cosðtÞ; sinðtÞ T ;
The response system consists of 10 coupled identical nodes with structure shown in Fig. 1a . The initial conditions are chosen as sðhÞ ¼ ½1:5; 0:5 T for drive system and proper negative constants for 10 nodes of the response system for h 2 ½À1; 0. From Corollary 1, the drive-response systems with adaptive controller (7) are exponentially synchronous. Figure 2 depicts the time trajectory of drive-response system and the error system (node 6) without control. From  Fig. 2 , we see that the drive signal (red line in Fig. 2a ) and the response signal (blue line in Fig. 2a ) have different dynamical behaviors and the error signal (green line in Fig. 2b ) does not evolve toward zero. Thus, the uncontrolled system is not synchronous. In contrast, Fig. 3 illustrates the controlled systems with adaptive controller. Obviously, the drive and response signals in Fig. 3a share the same patterns and the error signal in Fig. 3b becomes zero after 8. Therefore, the system with the adaptive controller is synchronous, which corresponds to the theoretical analysis.
Example 2 Then, we consider a 1-D SCDN with reactiondiffusion terms and time delays. The parameters and functions are taken as
IðtÞ ¼ sinðtÞ, SðsÞ ¼ sðt À sðtÞ; xÞ and sðtÞ ¼ e t e t þ1 . The response system consists of 5 identical nodes with structure shown in Fig. 1b . From Theorem 1, we know that the drive-response system with adaptive controller (7) can be exponentially synchronous. The dynamical behaviors of uncontrolled error system and controlled one (node 5) are shown in Fig. 4 . 
Application to image encryption
In this section, we will apply the adaptive synchronization of a 2-D SCDN to image encryption based on the spatiotemporal cryptosystem proposed in [4] . The parameters of the drive-response system are taken as follows: where À1 h 0 and O k ¼ ½À10 þ 0:2k; À9:9 þ 0:2k (k 2 N), otherwise, s 1 ðh; xÞ ¼ s 2 ðh; xÞ ¼ u 1 ðh; xÞ ¼ u 2 ðh; xÞ ¼ 0. The dynamical behavior of the uncontrolled error system can be found in Fig. 5 , which is obviously unstable. Then, the adaptive control input (7) is added into the error system. According to Corollary 1, the controlled system is synchronous as shown in Fig. 6 .
Next, we apply the adaptive synchronization results derived above to image cryptosystem proposed in [4] , whose flowchart is shown in Fig. 7 . We replace the drive system and response system by the aforementioned 2-D SCDN. To demonstrate the security and effectiveness, we use four different images including Lena (gray 512 Â 512), Lady (color 256 Â 256), Pepper (color 512 Â 512), and SanDiego (color 1024 Â 1024), as shown in Fig. 8 . Then, the cryptosystem is evaluated by key space analysis and statistical analysis as follows.
Key space analysis
The used encryption algorithm includes the following keys: the parameters of the spatiotemporal chaotic neural networks, the sampling spatial points, and synchronous time. As stated in [4] , the key space is large enough in theory to resist the brute-force attack. In addition, the drive-response system considered here is stochastic chaotic system. The stochastic Brownian motion wðtÞ can also be treated as the secret key, which is irreproducible. Thus, the uncertainty of Brownian motion has also improved the security of the encryption algorithm.
Statistical analysis
To demonstrate the robustness of cryptosystem, we perform analysis of histogram, mean square error, peak signal- to-noise ratio, entropy, and correlation of the plain images and ciphered images. The ciphered images should process certain random properties, which means the decrease in variance of histogram, the low peak signal-to-noise ratio, closeness of entropy to 8, and small correlation of plain images and ciphered images and of two adjacent pixels in ciphered images. Figures 9 and 10 illustrate the plain images, ciphered images, decrypted images, and the corresponding histograms. It can be observed that the ciphered images are quite different from the plain images whereas the decrypted images are identical with the plain images. Figures 11, 12 and 13 depict the correlation distribution of two adjacent pixels in horizontal, vertical, and diagonal directions. The significant reduction in correlation indicates that the correlation of adjacent pixels in the plain images has been removed.
The quantification of the ciphered results is presented in Table 1 , 2 and 3, including variance of histogram [42] , mean square error (MSE), peak signal-to-noise ratio (PSNR) [9] , entropy, and correlation of the plain images and ciphered images (CPC), and correlations of two adjacent pixels [4] . From Figs. 9, 10, and Table 1 , we see that the variances of histograms of ciphered images significantly decrease compared with those of plain images. The uniformity of the histograms of the ciphered images makes statistic attacks difficult. As a result, the proposed method is able to resist chosen-plaintext or known-plaintext attacks. From Table 2 , the average PSNR 7.96 of Lady, Pepper, SanDiego is smaller than the value 7.99 in [9] and the entropy 7.9993 of Lena is closer to 8 than value 7.9941 in [4] . The correlations of two adjacent pixels in Table 3 corresponds to the description of Figs. 11, 12 and 13, which also implies the random-like appearances of the ciphered images.
The complexity of the used encryption scheme is performed compared with schemes in [4] and [9] . The timeconsuming part here lies in the construction of spatiotemporal chaotic sequences generated by the above SCDN. The time complexity is Hð4 Â M Â NÞ, which is same as Chen's algorithm [4] , because we exactly use Chen's frame. The main difference is that the Brownian motion is pre-generated before construction of chaotic sequences, Fig. 6 The error signals of controlled system in Sect. 5 which hardly causes extra time consume. In contrast to Lakshmanan's scheme [9] , the used scheme has lower computational cost, because the scheme only depends on the diffusion operation. But implementing the permutation operation in encryption scheme may improve the performance and may not cause significant computational cost. Hence, the future work of encryption scheme will focus on the permutation operation. 
Conclusion
In this paper, we develop some criteria of exponential synchronization for SCDNs with reaction-diffusion terms and S-type distributed delays. First, we introduce a generalized Halanay inequality to handle the S-type distributed delays. Then, adaptive control and adaptive pinning control strategies of exponential synchronization are established by utilizing Poincaré inequality and constructing simple Lyapunov-Krasovskii functional candidate without the distributed terms. Finally, we present two numerical examples and apply a 2-D SCDN to a spatiotemporal cryptosystem proposed in [4] . Experimental results, including decrease in variance of histogram decreases, low PSNR, closeness of entropy to 8, and small correlation between plain images and ciphered images, show effective application of the obtained theoretical results. The future work will focus on implementing the permutation operation in encryption scheme, since NPCR (number of pixels change rate) and UACI (unified average changing intensity) cannot reach desired performance and the permutation operation hopefully overcomes the issues.
